
  
  

Abstract — The performance of watermark detection 

under Compressive Sensing (CS) attack is analyzed in the 

paper. Watermark is created as a pseudorandom sequence 

and it is embedded into the DCT image coefficients. CS, as 

method that provides reconstruction of the signals with small 

number of samples, is used as watermarking attack. 

Reconstruction procedure assumes certain number of low 

frequency DCT coefficients, as well as certain number of 

randomly chosen middle and high frequency DCT 

coefficients. It is shown that CS can provide good quality 

image reconstruction with reduced number of samples and, at 

the same time, to remove the watermark. The theory is 

supported by experimental results.  

Keywords — Digital image watermarking, Watermark 

detection, Compressive Sensing, Total Variation 

I. INTRODUCTION 

he algorithms for digital content protection have been 

extensively developed in the recent years. One of the 

methods for multimedia content protection is digital 

watermarking [1]-[3]. The watermarking procedure 

consists of watermark embedding and watermark detection 

[4]-[7]. A signal, called watermark, is embedded into the 

data coefficients. In order to prove the ownership, it should 

be detectable within the host data. Watermark could be 

affected by various attacks (such as filtering, compression, 

geometrical image transformation, etc.) [8]-[10], that may 

significantly degrade the watermarking detection 

performances. In this paper, we analyze the watermark 

detection under the influence of a new kind of attack, 

which is based on popular, recently developed, 

Compressive Sensing (CS) concept.  

 Compressive Sensing [1], [11]-[14] introduces an 

alternative way of signal sampling that differs from 

standard sampling approach, based on the Shannon-

Nyquist theorem. According to the CS theory, the signal 

samples could be acquired randomly, at the rate which is 

far below Nyquist. CS is based on the powerful 

mathematical algorithms used for the reconstruction of 

missing content [1]. To provide high accuracy signal 

reconstruction with CS reconstruction technique, certain 

conditions need to be fulfilled. Namely, the signal has to 

be sparse in a certain transform domain, which means that 

the information about the signal is concentrated within a 

small number of coefficients. The second requirement 
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refers to sampling procedure. The signal 

acquisition/measurement procedure should be incoherent, 

in order to provide signal reconstruction with small 

number of available samples. Reconstructed signal can be 

obtained by using certain optimization algorithm, which 

can be based on different norms minimization ( 0l , 1l , 2l , 

etc). The optimal solution in large number of applications 

is provided using 1l -norm minimization [1], [13]. In image 

processing applications, the commonly used optimization 

technique is called Total Variation (TV) minimization [1], 

[15]-[17].  

 In this paper the CS method is considered as the attack 

on the watermarked image. CS concept is combined with 

TV minimization for image reconstruction. The 

reconstruction using different number of image coefficients 

for CS measurements is analyzed, as well as the 

performance of watermark detection under CS attack.  

 The paper is organized as follows. In Section II, 

theoretical background on digital watermarking is given, as 

well as description of the watermarking procedure used in 

the paper. Basic concepts on the CS and TV method are 

given in Section III. In this section image reconstruction 

procedure using CS method is also described. 

Experimental results and concluding remarks are given in 

Sections IV and V, respectively. 

 

II. DIGITAL WATERMARKING 

 Digital watermarking has been introduced for 

multimedia data protection, copyright protection, tracking 

of digital copies, etc. Watermark is the secret signal 

embedded in the multimedia content in a way that does not 

modify the original content. Depending on the type of host 

signal, different watermarking techniques were introduced: 

audio watermarking [1], [2], video [4] and image 

watermarking approaches, [4]. Watermark could be 

embedded either directly into the signal domain, or into 

some of the transform domains [8]. Perceptually, 

watermark could be classified as perceptible or 

imperceptible. Perceptible watermark changes the original 

content and is not very popular nowadays. The commonly 

used technique is imperceptible watermarking, which will 

be used in this paper. Further, the watermark should be 

robust to the various attacks, such as compression, noise, 

filtering, etc. However, there is usually a trade-off between 

watermark imperceptibility and robustness.  

Beside the watermark embedding procedure, the 

method for watermark detection should be defined as well. 

The detection procedure can be blind (without using the 

original content), or non-blind (when original content is 

presented).  

In this paper, an additive watermarking procedure in the 
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DCT domain is considered, since the watermarking in the 

transform domains provides higher robustness to attacks. 

The block-based DCT watermark embedding procedure is 

considered. Image is first divided into 8x8 DCT blocks. 

Watermark is embedded into the DCT coefficients from 

each block, by using additive procedure. Since the 

embedding into the strongest DCT coefficients will 

produce image degradation, these coefficients have been 

avoided. Watermark embedding in the high frequency part 

is not suitable from the robustness standpoint, since in this 

case, the watermark could be easily removed. Hence, the 

middle frequency coefficients of each block are used for 

watermarking embedding, which can be defined as: 

 wDCT DCT wα= + , (1) 

where DCT  are the original middle-frequency DCT 

coefficients (from 8x8 block), wDCT  are the watermarked 

DCT coefficients, α  is the watermark strength and w  is 

the watermark.  

The detection procedure is blind and it is performed by 

using the standard correlation detector [8], [10]. The 

Gaussian pdf of the DCT coefficients is assumed, and it is 

defined as: 
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Note that, for different choice of the watermarking 

coefficients, the optimal detector forms could be used [6]. 

The detector response for watermark (right key) should be 

larger than for any wrong key generated in the same way as 

the watermark: 

 
1 1

i i

L K L K

ww i w i w wr
i L i L

D w DCT wrong DCT D
+ +

= + = +

= > =∑ ∑ . 

  (3) 

Indices ww  and wr  denote the watermark and the wrong 

keys, respectively. As a measure of a detection quality the 

ratio R is used: 
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where D  and  σ  are mean values and the standard 

deviation of the detector responses for the right ( ww ) and 

the wrong ( wr ) keys. Based on (4), probability of 

detection error is calculated as: 
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III. COMPRESSIVE SENSING 

A. Compressive Sensing concept 

 CS allows signal reconstruction using small set of 

randomly chosen samples. Signal acquisition rate could be 

much smaller than it is required by Shannon-Nyquist 

theorem. In order to provide reliable reconstruction, the 

signal has to be sparse in a certain transform domain. 

Sparse signal condense information of interest into few 

non-zero samples in the transform domain. An N-

dimensional vector could be represented in the transform 

domain, using the following relation [1], [13]: 
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where ib  is weighting coefficient, iψ  is basis vector,  

ψ denotes NxN transform matrix whose columns are basis 

vectors and b  is the equivalent of the signal in ψ  domain. 

If x  has S non-zero samples in the transform domain 

(where M>S and M<<N holds), it is said that x  is S-

sparse. Successful reconstruction requires incoherent 

measurement procedure, i.e. measurement matrix φ  should 

be incoherent with the transform matrix ψ [13]. It means 

that the correlation between two matrices should be low, as 

lower correlation leads to a smaller number of 

measurements required to recover the entire signal. 

Random matrices satisfy low coherence condition and are 

often used in measurement process. 

Acquired measurements are stored in vector v . Hence, 

we can write: 
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where φ  is measurement matrix and A is CS matrix. 

System (7) consists of M equations with N unknowns. 

Therefore, system is undetermined ( M N< ) and has 

infinite number of solutions. Optimal solution is obtained 

by finding the sparsest solution, among infinite number of 

them [13]. For that purpose, optimization algorithms are 

used. Commonly used optimization technique is based on 

1l − minimization. The optimization problem is defined as: 
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where x̂  is solution of the minimization problem and 
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=∑  is 1l − norm of vector b1. 

 

B. Watermarking attack using CS Total Variation 

minimization 

 One of the commonly used methods for reconstruction 

of CS images is the Total Variation (TV) minimization. 

TV is popular not only in image reconstruction [15], [17], 

but also in restoration and denoising, due to its ability to 

preserve image edges. On the other side, images are 

usually not sparse in the transform domain, but their 

gradient is. Since TV in fact, involves minimization of the 

gradient, it founds applicability in image processing.  

 Consider a set of image measurements v. 

Measurements are taken from the low frequency ( 1v ) and 

the middle to high frequency image DCT coefficients ( 2v ), 

i.e.: 

 1 2 .v v v= +  (9) 

Note that v  are, in fact, zig-zag reordered DCT 

coefficients: 1v are first K1 coefficients and 2v  are chosen 

randomly from the rest of the DCT. As most of the image 

energy is contained in low frequencies, K1 low-frequency 

coefficients are necessary to provide good quality of 

reconstructed image. The TV minimization problem for 

measurement vector v  and transform domain vector b , is 

defined as:  



 

 min ( )
b

TV b subject to v Ab= . (10) 

The TV of the signal b  represents a sum of the magnitudes 

of discrete gradient at each point, and can be defined as 

[1]:  
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Gradient approximation for the pixel ij is denoted as 

,i jD and is described by using relation: 
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Now, the discrete form of the Total Variation could be 

defined using the following relation:  
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The minimization problem can be actually formulated as a 

second-order cone programming and solved by using log-

barrier method: 
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Note that the quality of the CS reconstructed image is 

shown to be similar to the watermarked one. Reconstructed 

image contains far less information about watermark, and 

thus the watermark detection procedure fails, as it will be 

shown in the next Section. 

 

IV. EXPERIMENTAL RESULTS 

 In this section, the watermark detection after CS based 

image reconstruction (under CS attack) is analyzed. 

Consider image in high resolution (256x256, for example). 

Image is completely described with 256x256=65536 

coefficients. The watermark is embedded using the 

procedure described in Section II. Image samples are 

acquired from the DCT domain, using CS procedure 

described in the previous section. The measurements 

consist of K1= 4000 low frequency DCT coefficients (6% 

of the total number of DCT coefficients), while the rest of 

the coefficients (that corresponds to the image details) are 

acquired in the pseudo-random manner (K2).   

 The number of the middle and high frequency 

coefficients is variable, starting from the 20% in total 

number of measurements, and finished with 50%. 

Watermarked image is reconstructed from the collected 

samples, by using CS procedure and TV minimization 

procedure.  

 Relation (4) is used as a measure of detection quality, 

and probability of error detection is calculated according 

to relation (5). Cameraman image of 256x256 pixels is 

used for watermarking. Watermark strength is chosen to be 

2. Image is reconstructed with different number of 

measurements. Figure 1 shows original and watermarked 

image. In the Table 1, PSNR beetwen watermarked and 

reconstructed image, is calculated. As it can be seen, 

PSNR of the reconstructed image (with 50% of 

measurements) is about 37 dB, which gives very good 

quality of the reconstructed image, similar to the 

watermarked one. 

 

   
 a) b) 

Fig. 1: a) Original, b) watermarked Cameraman image 

 

 
Fig. 2: Image reconstructed using 50% coefficients, in total 

 
TABLE 1: NUMBER OF MEASUREMENTS USED FOR RECONSTRUCTION 

AND MEASURES OF IMAGE (PSNR) AND DETECTION (R1 AND R2) 

QUALITY 
 

Number of 

measurements 

(%) 

K1 K2 
PSNR 

(dB) 

R1 

(no 

attack) 

R2 

(CS 

attack) 

20 4000 9000 28.93 7.2 

1.23 

detection 

failed 

30 4000 16000 31.85 6.36 

2.22 

detection 

failed 

40 4000 22000 34.10 8.1372 

2.8598 

detection 

failed 

50 4000 29000 37.2 6.34 

2.98  

detection 

failed 

 

Fig. 2 shows image reconstructed using 50% of the 

coefficients - 4000 low frequency coefficients and 29000 

od the middle and high ones. The reconstructed image 

shows no degardation due to reduction of the coefficients 

number used for reconstruction. Measure of detection 

quality for image without attack is denoted as R1, and for 

image reconstructed using CS, is denoted with R2. Figure 3 

shows detector responses in the cases of no attack (Fig. 3a) 

and for CS reconstruction with different number of 

coefficients (Fig. 3 b-e). Watermark detection fails if the 

number of measurements is 50% (or below) of the total 

number of image coefficients. The same conclusion could 

be made by observing Table 1. For the value of measure R2 

below 3, the detection procedure fails.  
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 c) d) e) 

 

Fig. 3: Detection results for a set of right keys - watermarks (blue) and wrong trials (red): a) without attack, b) CS 

reconstruction with 50% measurements, c) CS reconstruction with 40% measurements, d) CS reconstruction with 30% 

measurements, e) CS reconstruction with 20% measurements 

 

V. CONCLUSION 

 

In this paper, the ability of watermark detection is analyzed 

for the case when watermarked image is reconstructed 

from its small set of samples using CS procedure. The 

additive block/based DCT watermark embedding 

procedure is observed. Image is reconstructed by using 

different number of DCT coefficients as CS measurements. 

It is shown that under the CS attack the watermark will not 

be reliably detected, although the reconstructed image has 

a high quality, visually very close to the quality of original 

image. 
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